
The Definitive Guide to IT 
Asset Disposal Security

Mitigate the hidden risk behind 
decommissioned hardware and devices. 
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Given today’s increasingly complex threat environment, the impact of security 
upon business concerns has reached unprecedented levels. It’s no secret that the 
economic, regulatory, operational, and reputational downside to a security breach 
can be devastating to any organization. IBM’s most recent Cost of a Data Breach 
Report revealed that it costs companies $4.24 million per incident on average — 
a record high for the 17-year history of the report. Meanwhile, entities worldwide 
spend over $60 billion annually on cybersecurity efforts. 

“Despite higher levels of protection overall, adequate IT asset 
disposal (ITAD) programs continue to be a blind spot in many 
security strategies.”

Despite the heightened risk and increased levels of protection, adequate IT asset 
disposal (ITAD) programs continue to be a blind spot in many security strategies. 
With the ongoing migration to the cloud and periodic equipment upgrades, 
legacy hardware will increasingly be put aside. Within the business sphere, devices 
of all kinds continue to proliferate and inevitably reach their end-of-life cycles. And 
all of these assets store valuable data. The sheer mass alone of decommissioned 
hardware leaves a major security risk in its wake.    

This whitepaper will examine the IT security risks involved with decommissioned 
media. Then we’ll take a look at the best strategies to mitigate the risk.

The Growing Risk of  
End-of-Life Hardware
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More than ever, businesses need to develop and maintain policies for disposing 
of and destroying obsolete data, and if needed, the devices used to create and 
store that data. ITAD involves the strategy and processes to decommission retired 
IT assets in a manner that ensures data security and environmental compliance 
while maximizing residual value.

While environmental concerns are intertwined with ITAD measures, data security 
concerns are quickly rising in importance. Threat actors worldwide continue to 
diversify their attack methods to feed a market hungry for exfiltrated data. This 
makes a retired hard drive full of sensitive information a sort of zero-day vulnera-
bility all its own.

An Overlooked 
Threat Landscape

The global recognized standards from National Institute of Standards and 
Technology (NIST) make it the responsibility of the information owners to 
identify data categories and confidentiality levels, and determine the level of 
media sanitization required for their organization.
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An Overlooked Threat 
Landscape

For data stored on decommissioned media, the full extent of the threat is difficult 
to measure. Once a device is taken off the grid, how can security teams detect a 
breach? The reality is they can’t unless an intruder returns to ask for a ransom or 
the data is discovered for sale on the darknet. If neither of these events come to 
the surface, the exploit could continue indefinitely.

“While environmental concerns are intertwined 
with ITAD measures, security concerns are quickly 
rising in importance.” 
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3 Types of Decommissioned 
IT Asset Security Threats 

Data Breach

Data stored on decommissioned hard drives and devices can be accessed and 
used for nefarious ends, such as selling data on the dark web, creating data 
profiles based on personally identifiable information (PII), or directly hacking 
personal or financial accounts. 

Ransomware 

Threat actors might demand a ransom in exchange for the return of stolen data 
from end-of-life devices. Even if an organization pays the ransom, there is no guar-
antee that criminals will return the device or data. They may even have it up for 
sale already on underground marketplaces.

Penalties

Fines and legal costs can accumulate quickly in the event of a poorly executed IT 
asset disposal. Recently, global bank agreed to resolve a lawsuit for $60M due to 
decommissioned legacy equipment that was not properly wiped clean.    
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3 Types of Decommissioned 
IT Asset Security Threats 

“Global Bank and financial services giant settled 
a lawsuit for $60M due to decommissioned legacy 
equipment that was not properly wiped clean.”  

Mega Financial Firm Settles in Landmark ITAD Case 

In January 2022, a global bank and financial services giant agreed to pay $60 
million to settle a class-action lawsuit filed by customers following data exposure 
incidents involving approximately 15 million current and former clients. 

In 2016 and 2019, the global bank decommissioned legacy equipment that con-
tained clients’ personally identifiable information (PII). The equipment was then 
sold to computer hardware resellers. In 2017, the global bank was contacted by a 
vendor who told the company that they had access to client data.

The legacy equipment was not wiped clean of sensitive information prior to sale. 
Unencrypted datasets may have been exposed and made available to view by un-
authorized third parties. 

Court documents suggest the retired equipment included old servers and other 
data center technology.
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ITAD Security Strategies

Given the magnitude of the threat, a clear ITAD strategy should be part and parcel 
of any company’s overall security approach. Malicious actors prefer loose ends 
and open doors for exploitation which makes unattended hardware a juicy target. 
However, advanced methods to mitigate the risk are well developed and available. 

Identify a risk management team: This establishes ITAD accountabili-
ty. The team may include the CIO, the information system owner, an informa-
tion steward, and a senior agency information security officer. 

Assemble an IT asset inventory: While it can be challenging, building a 
comprehensive IT asset inventory supports all downstream disposal and de-
struction efforts. Inventory asset tags and serial numbers should be updated 
and verified periodically.

Understand regulatory and compliance standards: Certification 
agencies such as the Office of Research Integrity (ISO), NAID AAA Certifica-
tion, and e-Stewards enable entities to understand and meet global compli-
ance standards. Other standards, such as those established by NIST, DoD, and 
GDPR should be applied when appropriate. 

1.

2.

3.

CONTINUED ON FOLLOWING PAGE

Essential steps to mitigate ITAD associated security risk include: 
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ITAD Security Strategies

Develop processes and protocols: Well defined ITAD protocols are 
essential for an orderly, adequate, and verifiable decommissioning process. 
The goal may be to clear, purge, or destroy the media. Clearing sanitizes data 
in all user-addressable storage locations for protection against non-invasive 
data recovery. Purging makes it impossible to recover data using state-of-
the-art techniques. Destruction results in the inability to retrieve any data and 
renders the media useless for future data storage (see Data Disposal & De-
struction explanation).

ITAD auditing: Either through an internal process or hiring a third party, 
periodic audits help ensure compliance and quality control. Cost-benefit 
analysis can be part of the audit process.

4.

5.

“Unattended hardware is a juicy target for threat 
actors. Advanced methods to mitigate ITAD risk are 
well developed and available.”
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Data Disposal &  
Destruction Techniques

Media disposal and destruction methods are chosen based on cost-benefit and 
risk analysis. Decision making is driven by what ultimately preserves the confi-
dentiality of the data at the lowest cost. Highly sensitive and PII data require more 
definitive disposal techniques such as purging and destruction. ITAD disposal and 
destruction techniques include:

Digital Erasure / Data Wiping
Software-based method of overwriting data to completely erase all electronic data 
residing on digital media by using nonsense data to overwrite existing data in an 
irreversible process.

Degaussing
Completely removes all data through high energy magnetic exposure, rendering 
all media on the asset useless.

Physical Destruction
Uses a high pressure strip-cut or cross-cut shredder to reduce assets down to a 
specified particle size.

IT asset recycling
Domestic recycling includes sorting, dismantling, mechanical separation, and 
recovery of valuable materials.
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ITAD Process Documentation

Following the sanitization or destruction process, a certificate of media disposi-
tion should be created. This helps ensure that internal protocols are respected. 
Thorough documentation is critical in the event of a third party audit or to inves-
tigate any potential incident associated with a decommissioned hardware data 
breach.

ITAD process documentation should include:

• Date, time, and location of sanitization
• Media identifying information: Manufacturer, model, type, serial number, etc.
• System information: Property tag or ID numbers
• Sanitization method description: Digital erasing, degaussing, or physical de-

struction.
• Verification method: On-site, live witness, or video logs should be considered 

for physical destruction. Digital erasure must be verified and tested.
• Name, title, and signature of person performing the sanitization

Benefits of ITAD programs

• Strengthened overall security. Reduced risk of breach.
• Frees up digital space and safely removes outdated IT assets.
• Improved compliance with domestic and international standards such as ISO, 

DoD, OHSAS, R2, e-Stewards, GDPR, etc.
• Assists with the overall process of decommissioning IT assets.

Chain Of Custody

When transferring physical assets, maintaining the chain of custody is very im-
portant. Considerations should be made towards on-site data wiping. Such on-site 
services may make the maintenance of chain of custody easier and reduce the risk 
associated with a breach during transit of the assets for final disposal.
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No Open Doors. No Loose Ends.

The only certainty in security is that the landscape will continue to evolve. Threat 
actors quickly adopt any measure that produces positive results. Meanwhile, 
highly advanced intruder gangs diversify revenue generating tactics in a way that 
many legitimate enterprises would envy. Once a blind spot on the IT threat map, 
the security gap associated with decommissioned hardware is coming to an end 
thanks to highly effective and affordable ITAD security efforts.

For business leaders and security teams, NCS Global partners with you to bring 
state-of-the-art data destruction for maximum security. From Digital Erasure to 
Degaussing to High-Pressure Shredding, our services help enable the develop-
ment of a true end-to-end security approach by addressing the risk of end-of-life 
devices. 

Address ongoing IT asset security threats for your organization now and into the 
future with an advanced, comprehensive ITAD security strategy.

Contact NCS Global today to learn more.

https://ncsglobalinc.com/contact/


12   |   ITAD & SECURITY RISK   |   NCS GLOBAL

About NCS Global

NCS Global is a leading provider of computer/IT recycling and asset recovery 
services that process over 5 million pounds of electronics each year while adhering 
to a strict “zero-landfill” policy. NCS Global provides complete test, audit, DoD 
compliant data destruction, customized reporting, asset value recovery, and 
disposal services for organizations worldwide.

NCS Global certifications include ISO 9001, ISO 14001, OHSAS 18001, R2, and 
e-Stewards. In addition to our ITAD services, NCS Global has an inventory of over 
75,000 used IT parts and refurbished computers and is a trusted source for stores, 
distributors, and resellers around the world.
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